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Introduction
RRXERRXEXHX%R

This paper has been prepared for thé Future Product
Committee Meeting in Firenze, 1980. I nded to serve as a
base for future discussions in e product committee, it
covers some important issues in e design and evaluation of
future banking systems. The basic objective of the paper is
to introduce the general-overview of technology impact at
the management level, without being too technical. The
views expressed in is paper are those of my own, and not
necessary those SDC although the content has been
discussed and ac :

The paper is confined to cover the branch office systems in
the savings banks, partly because this is the basic area of
interest for the product committee and partly because this
is the area where the technological evolution mostly will
affect both users and costumers in the Danish savings banks.

SDC has for many years been tryi to obtain leading-edge
know-how within the fields of bankihg systems. This know-how
has primary been concentrated “on central applications
development and ergonomic pregperties of end-user systems.
The general awareness of the ¥echnology impact on systems
has always been maintained, Hut never studied in details. We
feel, however, that the foday’s technology is beginning to
perform an increasing jimbact, which cannot be neglected,
especially in the ar of microelectronics.

In the recent years, the use of microelectronics have been
expanding rapidly. The main reason is the advent of LSI
(Large Scale Integration) and VLSI (Very Large Scale
Integration) technology. This technology makes it possible
to integrate a large number of electronic circuits onto a
single, small piece of silicon, called a "chip". VLSI 1in
particular offers the potential of integrating hundreds of
thousands of electronic components ( e.g. transistors )
onto the single chip of silicon, measuring a few or even
less than a square centimeter. The basic properties of LSI
and VLSI 1is very advanced and complex circuits, which are
cheap due to the large production volume. Modern computer
technology relies heavily on the use of LSI-circuits and
many of todays electronic circuits have passed the border
between LSI and VLSI, e.g. the new 16-bit microprocessors
and the 64 Kbit RAM.
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VLSI impact on data processing building blocks.
RERERR KRR R R R R R R R R R R XN R R R R AR R RN X R RN RRRRRR XX

More and more computer systems are built around standard
electronic building blocks. These building blocks get
steadily more advanced in their performance and internal
structure, but yet still more simple to employ in actual
implementations.

Microprocessors, the product of the seventies which
suddently caused a break-through in computer designers’ view
on how to architecturally implement systems, have in the
last few years gained a very high 1level of sophistication
due to LSI technology. Thefirst—U—bit micreprecessors were
pnimapilx_used_£om;ceatnollens—and—wepe—aintuall¥~u§§l§§§_§n
any—reat—data—processing_applications. The migration to
8-bit microprocessors 1like the 8080 and Z80 indicated a
trend towards actual data processing capabilities within the
chip. The 8-bit microprocessors were and are to some extend
inhibited by their more or less ad hoc defined instruction
sets, taken over from the U4-bit world, and their limited
addressing capability of 64 Kbytes of memory.

The new generation of 16-bit microprocessors has taken a
significant approach towards providing sufficient computer
capabilities on a single chip. Microprocessors like the
Z8000 and MC68000 now offer features hitherto only found on
mainframes and large minicomputers. They provide a large
addressing space, typically more than 16 Mbytes together
with advanced memory management capability for dynamic
relocation and virtual memory. They differ between execution
of systems and user programs, with priviliged operations and
are designed for multiprocessor applications. 1In spite of
this, the price is low: typically around 100 dollars for a
chip outperforming even the high end of the minicomputer
market today.

Memories show the same trend of more circuits on a chip
simultaneously with lowering prices. Semiconductor memories
replaced the costly ferrite core memories in the seventies,
and today you will find megabyte sized memories even on some
hobby computers. Memory technology proceeds in different
directions, providing high density read-only chips ( ROMs ),
‘random access memories ( RAM ) and secondary storage media
like the magnetic bubble memories ( MBMs ).

Also, VLSI technology is affecting different other blocks

needed for systems design. The new generation of
microprocessors are functionally expandable by the use of
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co-processors: specialized processing modules capable of
performing e.g. floating point aritmetic operations,
Input/Output handling, database management, screen
processing etc. Thus a microprocessor can be enhanced to
perform e.g. floating operations in hardware just by plug-in
modules.

Maybe one of the most important areas of impact will be on
communications facilities. LSI-circuits are readily
available today, which support different kinds of
communications protocols on the same chip, thus transferring
the hitherto very complex systems software needed for
advanced communication into hardware. Chips have been
announced, which implements e.g. the entire support of the
X.25 interface, including sequencing and automatic
retransmission. More important 1is, that communications
devices based on VLSI technology will be cheap due to the
high production volume, and they will support the accepted
standards within the communication world. This implies that
users have to follow standards in data communications if
they should ever be able to take benefit of the new
technology.

Data security is becoming a major 1issue in many computer
systems. Many wusers refrain from using cryptography due to
the very complex implementation of effective
crypto-algorithms. Data encryption and decryption algorithms
are now being implemented as single chip hardware devices,
making the application of c¢ryptography extremely easy in
future systems.

Reliability is quite another aspect of VLSI technology. The
reliability of integrated circuits has been dramatically
improved as the manufacturers have learned to master the
technology of production. But, due to the very complex
structure of todays circuits embodying tens of thousands of
electronic gates, the testing problems have accelerated. As
a consequence chips are now being provided with internal
self-test capabilities, enabling the user to externally
determine whether the chip is performing correctly or not.
These on-chip capabilities of self-diagnostics will 1in the
future be enchanced to included e.g. redundant elements on
the chip, which makes it possible for the chip to circumvent
an internal failure, thus effectively providing a chip with
some limited self-repair feature. The presence of internal
self-diagnostics will also facilitate the more wide-spread
use of total system self-diagnostic utilities.
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VLSI impact on systems architecture
FEKEXR XX AR R R RRRRRRR A RN RRRRRR R RN R ¥ %

»

Some have said ( ref. 1 ) that "if Large Scal 'Integration
had always existed then centralized data pro essing would
never had been invented".

"As an analogy, let us apply our imd@gination to that
commonplace device in every office, the’ typewriter, and
pretend that 1its 1inner technology 'had been a little
different: that in order to functign, it would have
needed to connect ( for some redson ) to a large box
costing $600.000 . /!
/

The consequence of this are ,éuite predictable. All
corporate typing would have been concentrated in a huge
typing pool in Corporate Headquarters, so as to use the
same box. Amongst the several hundred typists there would
have been a major career /infrastructure. The head of
Typing would be a very highly paid and important chap.

We would see the evolutign of remote terminals, for
urgent remote typing jobs,/ connected to the large box via
telephone 1lines. Enterprising organizations would buy
large boxes of their own/ and would become typing bureaux.

We can also see the ne¢gative effects. Remote offices just
would not use typing /except for crucial documents: they
would use handwriting.

Then 1let us suppose that some clever person comes along
and invents a s¥and-alone typewriter. The outcry can
probably be ipagined and would almost certainly embrace
visions of uncgnhtrolled spending, the demise of typing
standards, th¢ appearance of diverse forms of stationery,
and the absyrdity of every Manager having to recruit his
own typist"

Although the analogy/( ncomfortably c¢lose, the role of
centralized compuMt ] not be diminished. True
distribution of" i acillities holds the danger of

lack of homogenity, ndards, lack of interface
methods, lack of common business procedures and lack of
control. As centralized computing diverts into
decentralization, the migration path is governed by some set
of standards. Most large organizations do have a need for
standardization, and this has in many cases been
accomplished by centralized control. It is true, however,
that less use is made of computing than could be because of
the unresponsiveness of a centralized service. Anyway, the
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concept of centralized computing will retain its role for
many years in large scale systems, but the 1local nodes 1in
such systems will be affected by a quite different approach:
the concept of distributive allocation of computing power.

The cheapness and versatility of the microprocessor made it
possible to place the computing power, where it 1is needed.
Still, this possibility has not been fully utilized nor
accepted by traditional data processing manufacturers.
Systems designers are still being deceived by the
traditional approach which defines a local data processing
system to be centered around a "host" or central controller.
More and more "smart" or "intelligent" terminals are being
offered as a direct consequence of the new technology, but
the actual data processing is confined to be handled by the
host. This implies that the 1local host has to be
configurated according to the load of terminals and not to
the amount of applications. At some point, e.g. 20 to U0
terminal connections, the local host 1is saturated and
expansion becomes inadequate or even impossible. As the
local host has to be shared between the many users, the net
effect is that the amount of processing power available 1in
such a system to a single user is less that the processing
power of the microprocessor in the user’s terminal!

vanced users for
i.e. where the actual

There exists today a strong demand from
systems which are really distributed
data processing is done at the poi of use, the end-user’s
terminal. Terminals are bei designed, incorporating
microprocessors like the 28008, giving the terminal the
processing power of a lprge PDP-11/45 mini or a small IBM
mainframe. This 1leave no arguments 1left against the
allocation of applicatfons as near as possible to the user.

coffimunicate, ; i o -spec1ally the dlStPlbUteo
ones. Standards have been made concerning the communication
between distributed systems through public data networks.
But communications have to Dbeen maintained within the
distributed system 1itself. Local networking 1is the main
solution for this problem, and the architecture of local
network systems may well be the greatest challenge for the
computer industry in the eighties.

Local networks are generally confined to connect processing
elements in a restricted area, e.g. a room, a building or a
campus. The length of the network ranges from around 100
meters to some kilometers. Different architectures of local
networks have been proposed, but there seems to be evolving
a general trend towards single shared bus networks employing
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full distributed control, i.e. no master controller nor
host. The requirements for 1local networks are quite
different from those found in nation-wide networks. First of
all, the data transfer rate is fast. Whereas public data
networks are used for communication speeds up to some
thousand of bits per second, local networks should be
designed for speeds exceeding one million bit per second.
Secondly, network routing problems are normalled excluded
from local networks. The error detection and correction
problem is quite different as local networks exhibit a very
low error rate due to their physical implementations. The
flow control, which 1is the most 1important aspect in
communications protocol design, is also quite different.

A major feature of local networks is (or should be indeed)
the expandability. The network should offer full distributed
control, thus requirering no default master. Stations should
be connected or removed from the network without hardware or
software changes, as the network should be able to
reconfigure itself, even during operation. Several kinds of
stations should be able to connect to the network, e.g. word
processors, local printers, terminals, disk systems,
photocopiers etc. The number of attachable stations should
be high, exceeding several hundreds. The network should be
reliable and recoverable, thus allowing local failures in
stations including the on-line removal or addition of
stations.

Current implementations of local networks seem to be
concentrated around the use of readily available, cheap
standard CATV coaxial cables, although the future

implementations will utilize the advancing fiber optic cable
technologies.

VLSI impact on software.
RERREFRRXXRRRXRRRERRARRR

Hardware costs are declining. We can buy computer systems
for nothing. But software will be our sword of Damocles.

Several semiconductor manufacturers are expecting a software
crisis in the eighties. So much computing power is being
produced in the form of microcomputers that there simply
won't be enough programmers to program them. Some of the
means to circumvent this are:

The use of high level languages (like PLZ, PL/1 and

Pascal) will gain more acceptance. The use of Very High
Level Languages (like Modula and ADA) will emerge, as
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these will provide the basic tools for structured and
modular software design and testing. The demands for
software reliablity will be heavily stressed 1in the
coming years, and these demands will only be met
satisfactorily by Very High Level Languages. Software
savings will directly be related to modularity and
distributiveness.

A considerable reduction 1in costs will be provided
through the effective replacement of software by
hardware in data processing systems, as more and more
dedicated functions will be transferred into VLSI
devices. This includes encryption/decryption devices,
communication controllers, screen processors,
intelligent disk controllers etc. This impacts the way
software should be designed. Everyone agrees that
software should be modular, but practice is different.
How much communications software today can take
advantage of the new LSI communications controller? Is
it possible to remove one of the bottom layers of
software as this layer eventually becomes implemented
in hardware?

Commonly used software will be put onto silicon. This
includes operating systems, compilers and eventually
general applications software like database management
systems. In stead of buying a magnetic tape or disk
with new software, one buys a new plug-in module or
even a new processor, as some of the kernel software
actually will become resident within the processor chip
itself. Savings will be accomlished through modularity
in design and increased willingness to replace
components piecemeal. New components will carry the
software changes on chips that can be thoroughly tested
with automatic means before installation. Then they are
simply plugged in throughout the system.

Sheer assembler programming languages will disappear.
High Level Assemblers offering structured and modular
development for those small tasks, which have to be
programmed in assembler will be commonplace.
Microprocessors have already been anounced, which are
programmable only in a Very High Level Language, a
superset of ADA.

The modular design of systems, that integrate hardware
and software, increases the reliability of performance
of such systems. The design process will greatly reduce
the likelihood of error in the 1initial product. The
hierarchical and modular structure wused in future
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systems facilitates reliability (preventive
maintenance) and use of backup facilities at the
microstructure. A spare stock of modules can be
maintained and modules can be replaced in the event of
equipment failures ( ref. 11 ). Software reliability is
also increased through the use of techniques for proof
of program correctness, and through use of good
programming techniques to ensure the robustness of the
software, 1i.e. the ability of the software to tolerate
errors. Research into such techniques will continue to
progress due to the urgency of the need for such
methodologies. By 1985, new techniques to improve
program reliability will be sufficiently advanced to be
very useful to the software design teams and be
expected to be a part of any distributed computer
design.

As a paradox, microprocessors were used in the beginning of
their life cycle as a mean of replacing previous hardware
systems with software controlled systems. VLSI technology
now features the transformation of software functions into
hardware modules. Programmers must be able to cope with
this new trend. They must be able to apply a mix of tools
and resources to the design of systems, and be comfortable
about crossing over the old boundaries between software and
hardware. The persons involved in the design of systems
should be able to effectively assign to hardware and
software what 1is best done by each. This integration of
hardware and software will result in systems with different
architectures than today, but the systems will be simpler,
less costly to design, and easier to maintain. The software
design teams of the future will probably be composed of at
least four types of individuals, all trained to interact
effectively, combining their skills to to design the target
appiications. The four experts will include the hardware
designer, the software designer, the person knowledgeable
about the specific applications and procedures to be
serviced, and the designer working on the problems of human
factors and methods of more reliable and easier
communication with the end users.
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VLSI impact on suppliers.
RERRRERRARRERERXXRXXRRRRR

Several semiconductor manufacturers have entered the systems
business, producing computer systems wutilizing their own
chips. The dedicated VSLI manufactures cannot produce and
sell microprocessor chips without a substantial software
support.

Likewise, many systems manufacturers are entering the
semiconductor field, producing their own chips in order ¢to
support their specific system requirements, to obtain a
secure supply of components and in order to 1impact other
component suppliers.

We will thus see an enhanced trend towards the merging of
semiconductor manufacturers and system houses in the future.

The suppliers will also have to concentrate on the
accelerating problems of service and maintenance. Despite
their excellent reliability, VLSI devices are becoming
increasingly more complex to test. Built-in diagnostic
capabilities within the chip will help to overcome some of
these problems. But as the chips grow more complex, so do
the systems they are used in. There will be a great demand
for highly qualified service and maintenance personnel, due
to the increased complexity of systems and to the fact that
complex systems are becoming more and more physically
distributed. A large computing center can afford to have
on-site service personnel during operation hours, but what
do you do when each branch office has the computing power
equal to or greater that that in the center ?

Future systems must be designed to incorporate a substantial
self-test capability. They should be provided with
facilities for remote diagnostics, e.g. by communication to
a remote service center, where a specialized service
processor can extend the diagnostic process. The problem 1is
further compounded, as many errors cannot be directly
related to either hardware or software. Thus, the service
engineer must be an expert in both hardware and software
technology in order to be able to diagnose a problem in due
time. This can be accomplished by a remote service center,
facilitating a competent staff of qualified people. They
will be able to diagnose the problem, without having to
travel long distance to the actual installation. In the case
of software errors, new software releases can then be
patched into +the system through the 1line to the remote
diagnostic processor. In the case of hardware failures, the
problem 1is quite different. Luckily enough, most hardware
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failures can be isolated to a single circuit boar r a
functional module. As well as anyone ¢ ange a blown
fuse, a burned-out light bulb or whee n a car, there is
no reason why the user shou t be able to exchange a

defective module himself. This implies that the user keeps
an 1inventory of spare rts, which is feasible if the user
is large enough, qp/hé should be able to get a spare module
by mail. -

Self-test, remote diagnostics and self-repair will become
the keywords of computer systems maintenance in the
eighties, whether the suppliers want it or not. Thus future
systems must be designed with this in mind, and they should
specificially be designed to be operational in a degraded
mode during the wait for spare parts and during repair.

L%%VC/”>
VLSI impact on SDC.

AR REXEXXREXRRRRRXXX

Traditionally, computer users paid no special /attention to
the underlying technology of their computer stems, at most
a curious interest.

I feel however, that the time has me when large scale
users like SDC actively must follow up/on the technological
process, not Jjust by theoretical ading but by achieving
practical know-how within the f¥eld. SDC will need a
substantial amount of know-how on Zomputer technology in the
eighties, in order to still be le to design, evaluate and
implement state-of-the-art infdrmation processing systems
for our costumers, the savingg banks.

The pacing progress of/ advanced microelectronics will
dramatically affect severdl areas concerning SDC and the
savings banks:

We must prepare to leave our traditional views on how
computer resources should be located. We must prepare
to realize, that computing power is cheap in the form
of hardware, thus functionally assigning tasks to
individual processors instead of requirering sharing of
a single processor. We must realize the difference
between public data networking and local networking.

Software development will be the permanent headache of
SDC. Software development costs are rizing
exponentially. This rise can somehow be avoided by the
move to modern high level languages. The selection of
PLZ was a good step in that direction. But: due to the
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selection of a modern high 1level language offering
structured and modular software development, SDC’s
software costs will rise even more rapidly in the next
few years to come. This is because only a very few of
the programming staff in SDC actually have experience
to utilize the new programming tools. The programming
in SDC has for the last ten years been concentrated on
applications development on our mainframes. These
applications have mainly been the fetch of a
transaction from the communications 1line, a disk
access, the formatting of an answer and the return of
the answer to the line. All the hard work has been done
by the operating system and the TP-monitor, and is
hidden for the average programmer in macro calls. Only
a very few people have been involved in real systems
software development and none have been designing
systems software for minicomputers.

We now expect our programming staff to be capable of
writing applications software for mini/micro-systems.
But no one has ever tried to program an interactive
program using the facilities of a video display
terminal. They do not know the principles of screen
formatting, screen editing and how optimal man/machine
communication takes place.

We will experience a greater interaction between
hardware and software. We must be prepared to exchange
software with hardware if the technology facilitates
it. The software must be modular, being so that each
software module eventually can be replaced by a
hardware module. This is especially true for systems
software. The software must be reusable, meaning that
even if it is originally designed for a centralized
archictecture of the branch office system, it must be
able to serve a distributed architecture. In order to
follow this trend, we must eventually rethink on how to
develop software. The sharp distinction between
software and hardware development must be removed, and
applications development will be the job of teams able
to treat both software, hardware and human interfacing
with the same degree of competence.

SDC must have a closer feeling with systems
programming. We must be able to design e.g. operating
systems for the new generation of computer system
without being blinded by the way such systems were
implemented years ago. Operating systems for
distributed applications are quite different from those
used on a host-based system, and if the applications
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software is affected by the way a specific operating
system is designed, the transferrability and life-cycle
of the applications software may be damaged. We must
regard operating systems and systems software in
general as being implementable in both soft- and
hardware, and the only way SDC can be sure of getting
systems software in accordance with our requirements is
to be able to design such software ourselves. The
actual implementation of system software should still
be performed by our suppliers, but SDC must be able to
devise the supplier on how specific details should be
implemented. The traditional view, that operating
systems are very complex programs only programmable in
assembler, does not hold any more.
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VLSI impact on banking applications.
RERRERRR XXX AXRRRRRRRRRRXRXRXXRXRRRRXR

The new technology makes the implementation of distributed
systems possible, which places the computing task at the
user’s desk. The local network constitutes the connection
between the various processing nodes. The actual
architecture of the branch office system will be affected by
the following issues:

A standard interface must be established to the local
network. Any station connected to the network is
capable of control as control is distributed. Any
station can communicate with any other station in the
network. The local network is adaptable, so the user
himself can attach new stations to- it without the
need for a technician. When a station is connected to
the network or it is powered on, it makes itself
known to all other stations on the network. The flow
control protocol ensures that the network 1is
reconfigurated in case of a station failure.

Any station can be attached anywhere on the network.
This means, that the pyschical installation of the
network will remain unchanged as each room 1in the
branch office building will be equipped with
connectors to the network, just 1like power outlets
and telephone sockets today are distributed
throughout a building.

A station can be a teller system, a printer system, a
back office system or a word processing system.
Stations can contain their own file systems, enabling

‘ them to run 1in a stand-alone mode, or they can
contain a file or data base system accessible from
any other stations in the network.

Communication to public data networks are not done by
the 1individual computers attached to the system, but
by one or more shared communication stations. As the
interface to the network 1is standarized, the same
transaction can be directed to either the public data
network, telex systems or any other communications
facility.

The network will allow for supplier independence. The
user can attach teller systems from one supplier,
printer systems from a second supplier and word
processing system from a third.
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Local networks will eventually provide for voice
communications as well as any other form of digitized
data.

The shared file systems will be general, allowing
integrated information processing systems. The data
base contaning costumer information, account
information will be accessible from both teller
terminals and management informations systems, which
then can prepare data directly usable for word
processing. The shared file system will also provide
for the storage of digitized voice, so electronic
mail can be a mix of voice, facilimile, data and
programs.

The wuse of manager terminals will become a part of
future branch office systems. The manager can invoke
MIS utilities for status preparation, budgetting and
forecasts. He <can use the terminal as a word
processor to acknowledge and correct documents, to
submit documents for electronic mail or printing.

SDC will allow users to delevop their own
applications. This will be due to the huge
turn-around time for individual programming requests
in SDC and the scarce resources of qualified
programmers. It will also be neccessary in order to
avoid the use of non-integrated stand-alone computers
in the branch offices, as personal computers at their
low price will be attractive for many users if the
service on the SDC systems is inadequate. The trend
towards end-user programming will be enhanced by
easy~to-apply management information systems and
non-procedural languages.

Small branch offices will facilitate from the
availability of a system which 1is expandable and
upgradable. The branch office can start off with one
or two teller systems and a communications system
without the need for an expensive 1local host
controller. As time goes on, word processing systems,
data base systems etc. can be attached immediately as
the need arises without having to reconfigure a
controlling host.

The man-machine communication will undergo a dramatic
change, as graphic terminals and colour display
terminals become commonplace. SDC and the end-users
must cooperate to 1learn how to display information
graphically rather than by figures in order to grasp
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What then ?
FERRXXRXEXNR

Will we be the masters or slaves of technology? SDC
believes, that a substantial amount of know-how on
technology and its impact on data processing 1is needed 1in
order to provide the best service for our costumers in the
future.

We feel, that the only way the user can impact the process
of technology is to obtain a competent level of know-how and
skills in all the fields of data processing. We must be
prepared to make practical experiments with the technology,
as we cannot design useful systems by theory. We also feel,
that in order to get know-how, we must share our experiences
with other competent companies, being prepared to go into
joint ventures with advanced suppliers. SDC c¢annot require
optimal banking systems, if we are not aware of the actual
problems of design and manufacturing at the supplier, and
our supplier cannot produce the systems we want if they do
not know our intended migration path and the viewpoints of
the end-user.

Joint-venturing between users and suppliers will eventually
become the basic means to implement the future information
processing systems based on advanced technology which can be
a help and not a hinderance in the ever more demanding world
of banking applications.

This paper has been prepared as a part of the EF-57 project
for use at the
Future Product Committee Meeting
in Firenze
September 11, 1980

Tue Bertelsen
SDC
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